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KANGXUN TELECOMMUNICATIONS LTD

Background

MpeabicTopus

On March 23, 2017, | signed an Order approving the terms of the
Settlement Agreement entered into in early March 2017. between
the Bureau of industry and Security, U.S. Department of Commerce
("BIS") and Zhongxing Telecommunications Equipment
Corporation, of Shenzhen, China (“ZTE Corporation") and ZTE
Kangxun Telecommunications Ltd. of Hi-New Shenzhen, China
("ZTE Kangxun") (collectively, "ZTE"), hereinafter the 'March 23,
2017 Order." Under the terms of the settlement, ZTE agreed to a
record-high combined civil and criminal penalty of $1.19 hillion,
after engaging in a multi-year conspiracy to violate the U.S. trade
embargo against Iran to obtain contracts to supply, build, operate,
and maintain telecommunications networks in Iran using U.S.
original equipment, and also illegally shipping telecommunications
equipment to North Korea in violation of the Export Administration
Regulations (15 C.F.R. Parts 730-774 (2017)) ("EAR" or the
"Regulations"). ZTE also admitted to engaging in an elaborate
scheme to hide the unlicensed transactions from the U.S.
Government, by deleting, destroying, removing, or sanitizing
materials and information.

23 mapta 2017 roga s nognucan pacnopsikeHue 06 yTBepxaeHu
YCNOBUA MMPOBOTO COrMALLEHNs, 3aKNIOYEHHOrO B Havane mapTa
2017 ropa mexay btopo NpoMbILLIEHHOCTY M 6e30nacHOCTH
MunwcTepcTaa Toproenm CLUA ("BIS") n Zhongxing
Telecommunications Equipment Corporation, of Shenzhen, China
("ZTE Corporation") u ZTE Kangxun Telecommunications Ltd. of
Hi-New Shenzhen, China ("ZTE Kangxun") (konnekTusHo, "ZTE"),
panee «CornaweHne 23 mapta 2017». CornacHo ycrnosusm
Cornalwuenus, ZTE cornacunacb Ha pekopaHO BbICOKMUA
KOMOWHMPOBAHHBIN rPaXaaHCKMIA M YTONOBHBIN LWUTPad) B pasmepe
$ 1,19 mnpp, nocne y4acTust B MHOrONIETHEM 3aroBOPe C LIENbHo
HapyLeHus Toprosoro ambapro CLLUA npotus WpaHa gns
NONyYeHUs KOHTPAKTOB Ha NOCTaBKY, CTPOMTENBLCTBO,
aKcnyaTaumio 1 obernyxuBaHue TeNnekOMMYHUKALMOHHbIX CETEN B
VpaHe ¢ vcnonb3oBaHmem opuriHanbHoro obopynosanns CLUA, a
TaKke 33 He3aKOHHYH0 JOCTaBKy TENeKOMMYHWKaLmuin ZTE
Corporation 1 ZTE Kangxun, a Takxe noctaska
TenekoMMyHuKaLmoHHoro obopyaoeanns B CeepHyto Kopeto B
HapyLLeHWe NpaBun SKCMOpTHOro agMuHUcTpupoBanus (15 C. F. R.
Parts 730-774 (2017)) ("EAR "wnu"npasuna"). ZTE Takke
NpU3Hanack B y4acTum B CIIOXHOI CXeME, YTODbI CKPbITh
HemnuLEeH3MpoBaHHble TpaH3akumuu ot npasuTtenbcTaa CLUA, nyTem
yaaneHus, yHUUTOXKEHNS, 3aMEHbI U OYUCTKM MaTepUasos v
MHGhopmaLmm.

Under the terms of the Settlement Agreement and the March 23,
2017 Order, BIS imposed against ZTE a civil penalty totaling
$661,000,000, with $300,000,000 of that amount suspended for a
probationary period of seven years from the date of the Order 1.
This suspension was subject to several probationary conditions
stated in the Settlement Agreement and March 23, 2017 Order,
including that ZTE commit no other violation of the Export
Administration Act of 1979, as amended (50 U.S.C. §8 4601-4623
(Supp. 1 2015)), the Regulations, or the March 23 2017 Order.

B cootBeTCTBMM C YyCNOBUAMM MUPOBOTO COrnalueHus 1 Peluenns
o1 23 mapTa 2017 roga, BIS Hanoxun npotus ZTE rpaxgaHckui
wrpad Ha obuyto cymmy $ 661,000,000 , npu atom $ 300,000,000
13 3TOI CYMMbI 3aMOPOXEHO Ha UCTbITATENbHbIA CPOK B CEMb NET
¢ fatbl PelueHus *1. OTa cymMma rapaHTUpyeT BbiNOHEHWNE
YCINOBWI, YKa3aHHbIX B MipoBoM CornatueHun u PelueHum ot 23
mapta 2017, B TOM yncne, 4o ZTE He COBEPLUMT Apyroe
HapyLeHue 3akoHa «O perynupoBaHum akcnopta 1979 rogax, ¢
nonpaskamu (50 U. S. C. §§ 4601-4623 (npun. Ill 2015)), PewueHue
ot 23 mapTta 2017 ropa.

*1

In addition to the BIS-ZTE settlement, ZTE Corporation entered into a plea agreement with the
Justice Department's National Security Division and the U.S. Attorney's Office for the Northern
District of Texas, and entered into a settlement agreement with the Treasury Department's Office
of Foreign Assets Control. The civil penalties (including the $661 million civil penalty imposed by
BIS) and the criminal fine and forfeiture totaled, when combined, approximately $1.19 billion.

*1

B nononHenue k cornatwenmio BIS-ZTE Kopnopauus ZTE 3akniouuna cornavieHne 0 npusHaHum
BUMHbI C OTAEMNOM HaLyoHanbHoit 6esonacHocTvt MiuHmcTepeTsa tocTiuum v npokypatypoit CLUA
no CeBepHomy okpyry Texaca v 3akmtounna cornaluexue o6 yperynupoaHim ¢ YnpaBneHuem
10 KOHTPOTI0 3@ MHOCTPaHHbIMK akTuBamu MuHMcTepcTBa rHaHCOB. B rpaxaaHcko-npaBoBble
caHKuwy (Bkiioyas $661 MIH. rpaxgaHckux HakasaHus Ha B1C) 1 yronoBHOrO Wrpada u
HEeYCTOIIKW COCTaBMNa B COBOKYMHOCTM 0Komo $1.19 mMrpa.
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The March 23, 2017 Order also imposed, as agreed to by ZTE, a
seven-year denial of ZTE's export privileges under the EAR that
was suspended subject to the same probationary conditions. The
March 23, 2017 Order, like the Settlement Agreement provided that
should ZTE fail to comply with any of the probationary conditions,
the $300 million suspended portion or the civil penalty could
immediately become due and owing in full, as well as that BIS could
modify or revoke the suspension of the denial order and activate a
denial order of up to seven years.

Pewenve ot 23 mapTa 2017 roga Takke HaknagbiBaeT, kak Obino
cornacoBaHo ZTE, CeMUneTHUiA 0Tka3 B 3KCMIOPTHBIX NPUBUNErnsIX
ZTE (cornacHo EAR), KoTOpbIii 6bIn MPUOCTAHOBMEH NpU TEX Xe
YCrOBUSAX UCMbITATENBHOrO Cpoka. B criyyae HapyLeHne PelueHus
o1 23 mapTta 2017 unu Muposoro Cornatuenus rpaxaaHckie
wrpada MoryT 6bITb B3bICKaHb! M3 CyMmbl 300 MUANMOHOB B
nonHoM obbemMe, a Takxke, 4To BIS MOXET USMEHWUTb UMW OTMEHUTL
ycnosus PelueHus.

The Settlement Agreement and March 23, 2017 Order require that
during the probationary period, ZTE is to, among other things,
complete and submit six audit reports regarding ZTE's compliance
with U.S. export control laws. The Settlement Agreement and
March 23, 2017 Order also include a broad cooperation provision
during the period of the suspended denial order. This cooperation
provision specifically requires that ZTE make truthful disclosures of
any requested factual information. The Settlement Agreement and
March 23, 2017 Order thus, by their terms, essentially incorporate
the prohibition set forth in Section 764.2(g) of the EAR against
making any false or misleading representation or statement to BIS
during, inter alia, the course of an investigation or other action
subject to the EAR.

CornalueHue 06 yperynuposaHuu 1 Pewenne ot 23 mapta 2017
rofa TpebyHT, YTOOLI B TEYEHME UCTbiTaTenbHOro cpoka ZTE,
cpeay Npoyero, 3aBepLumna u npeacTasunia WeCTb ayauToOPCKNX
0T4eTOB 0 cobntoaeHun ZTE 3akoHoB CLUA 06 akcnopTHOM
koHTpone. MupoBsoe cornalueHune u npukas ot 23 mapta 2017 roga
Takke BKMIOYaKT B Ce6s LWMPOKOE MONOXKEHNE O COTPYAHMYECTBE B
nepuop NPUOCTaHOBMEHHOO AECTBIS Npukasa 06 oTkase. 310
MOMNOXeHne 0 COTPYOHNYECTBE KOHKpETHO TpebyeT oT ZTE
NpaBaMBOrO packpbITVA N0 3anpalunBaeMoit hakTM4ecKkomn
nHdopmavmu. Takum obpasom, Muposoe Cornaluenue 1 Pewexne
ot 23 mapTta 2017 roga, B COOTBETCTBUM C UX YCNIOBUAMU, MO
CyLLeCTBY, BKMKYAIOT 3anpeT, YCTaHOBNEHHbIN B pa3aene 764.2(g)
EAR, npoTuB nto6oro NoXHOro unv BBOASALLEro B 3abnyxaeHne
npeLcTaBneHns unu 3asenexus BIS Bo Bpems, B YacTHOCTH, B
X0fe paccnefoBaHus unu apyrvx aencteuni, nognexatymx EAR.

On February 2, 2018, acting pursuant to the Settlement Agreement
and March 23. 2017 Order, BIS requested, among other things, that
ZTE provide a status report on all individuals named or otherwise
identified in two letters sent by ZTE, through its outside counsel, to
the U.S. Government, dated November 30, 2016, and July 20,
2017, respectively. The status report was to include, among other
things, current title, position, responsibilities, and pay and bonus
information from March 7, 2017 to the present. The first of those
two letters, dated November 30, 2016, was sent during BIS's
investigation of the violations alleged in the Proposed Charging
Letter and referenced in the Settlement Agreement and March 23,
2017 Order. In that letter, ZTE described "self-initiated" employee
disciplinary actions it asserted that it had taken to date and
additional actions that the company said it would take in the near
future because they were "necessary to achieve the Company's
goals of disciplining those involved and sending a strong message
to ZTE employees about the Company's commitment to
compliance.” The letter focused on ZTE's asserted commitment to
compliance, including from the highest levels of management.

2 dpespans 2018 roga, feicTBys Ha ocHoBaHWUM MupoBsoro
Cornawwenus u 23 mapta. 2017 npukas, BIS 3anpocun ZTE, cpeau
npoyero, NpeSocTaBnUTb OTYET O CTATYCe BCEX NUL, Ha3BaHHbIX UMK
WHBIM 06Pa30M MOEHTU(NLMPOBAHHBIX B ABYX MUCbMAX,
OTnpaBneHHbIX ZTE Yepes CBOero BHELIHEro agsokara
npasutensctey CLUA, ot 30 Hos6ps 2016 roga n 20 mons 2017
rofia, COOTBETCTBEHHO. OTYET O COCTOSIHUM AOMKEH ObIN BKMOYATb,
cpeay Npoyero, TeKyLLee Ha3BaHue, JOMKHOCTb, 0053aHHOCTH, a
Takke uHopmaumto o 3apaboTHoil nnate u 6oHycax ¢ 7 mapTa
2017 roga no HacTtosiLiee Bpemst. [lepeoe M3 aTuX ABYX NUCEM OT
30 Hos6ps 2016 roga, 66110 0TNPaBNEHO B X0A€ paccnefoBaHus
BIS o0 HapyLueHusix, Kokl B LIENSX yperynupoBaHus B NOpsiake
Mwpogoro Cornawuenus. B atom nucbme ZTE onucana, 4To no
cOOCTBEHHON MHULMATMBE NPUMET AMUCUNNIMHAPHBIE MEPbI B
OTHOLLIEHUM psipa coTpyaHuKoB. Takxe ZTE yTBepxaana, 4to oHa
NPUHSANa Ha CErofHSLLIHUIA A€Hb, U JONOMNHUTENBbHbIE MEPbI,
KOTOpble, N0 CI0BaM KOMMNaHW1, OHa NpesnpuMeT B bnvxaiiem
OypyLiem, NOTOMY YTO OHM "HEOOX0ANUMBI ANS LOCTWXKEHMS Lienen
KOMMaHUy No AUCLIMNNUHUPOBAHWIO OTBETCTBEHHDBIX ML, U
OTNpaBKe MOLLHOrO CUrHana coTpyaHukam ZTE o npuBepxeHHOCTM
KoMnaHuu cobnioLeHN0 3aKOHOB 1 Npasun. B nncbMe ocHoBHOE
BHUMaHWe ObIno yaeneHo 3asBneHHON NpuBepKeHHoCTN ZTE
cobntogerno TpeboBaHuiA, B TOM YKCIE CO CTOPOHbI BbICLLETO
PYKOBOACTBA.

The July 20, 2017 letter, sent on ZTE's behalf during the March 23,
2017 Order's seven-year probationary period, also asserted ZTE's
commitment to compliance and claimed that the disciplinary actions
taken had sent a very strong message to ZTE employees. The
letter was sent "to confirm that the measures detailed by ZTE with
respect to discipline have been implemented" against nine named
ZTE employees identified during the U.S. Government's
investigation. The employee disciplinary actions-actions that ZTE
told the U.S. Government that it had already taken-were in ZTE's
words a showing of ZTE's "overall approach to discipline and
commitment to compliance,” which the company described as
"significant and sufficient to prevent past misconduct from occurring
again at ZTE." Nearly all of the employees named in the July 20,
2017 letter bad been specifically identified to ZTE by the U.S.
Government as individuals that U.S. law enforcement agents

Mueemo ot 20 nons 2017 roaa, oTnpaeneHHoe oT umenn ZTE B
TEYeHue CeMUNETHEro UCMbITaTENbHOro cpoka 23 mapta 2017
rofia, TaKkke 3asBuUno o NpUBepXeHHOCT ZTE cobriogeHuto
TpeboBaHuit 1 yTBEPKAANO, YTO NPUHATLIE AUCLUNIMHAPHBIE MEPBI
[anv cepbesHoe npeaynpexaeHune cotpyaHukam ZTE. Mucemo
ObIn0 HanpaBneHo "Ans NOATBEPXAEHNS TOTO, YTO MepbI,
noapo6HO M3noxeHHble ZTE B OTHOLLEHUM AUCUMNAMHBI, Bbinn
OCyLLeCTBNEHbI" NPOTUB JEBATU Ha3BaHHbIX COTPYAHUKOB ZTE,
BbISIBMIEHHbIX B X0f€ paccnenoBaHus npasutensctea CLUA. K
COTPYLHWKaM, MeHa koTopble ZTE coobumnv MNpasuTenscTBy
CLUA, yxe bbIo NpUHATLI Mepbl, KOTOpble Mo crosam ZTE, Bbinu
JeMOHCTpaLmeit "obLero noaxoaa K AMCLMNIMHe 1
NPUBEPXXEHHOCTU COBNIOAEHMIO NPaBKUN", KOTOPbIe KOMMaHUS
Ha3Bana "3HauMTenbHbIM U JOCTATOYHbIM, YTOOLI NPeaoTBPaTUTL
NOBTOPEHME NPOLUAbIX NpocTynkoB B ZTE. "MoYT BCE COTPYAHMKY,
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wanted to interview during the investigation, either because they
were signatories on an internal ZTE memorandum discussing how
to evade U.S. export controls, were identified on that memorandum
as a "project core member" ofthat evasion scheme, and/or had met
with ZTE's then-CEO to discuss means to continue evading U.S.
law. Three were members ofthe "Contract Data Induction Team"
involved in extensive efforts to destroy and conceal evidence
described in more detail below and in the PCL.

Ha3BaHHble B nucbMe oT 20 uons 2017 roga, Obinu cneymansHo
noeHTMduumpoBaHbl npaesutenscTBoM CLUA kak nuua, ¢ KoTopbiMU
COTPYAHMKM NpaBoOXpaHuUTenbHbix opraHoB CLUA xoTenu npoBecTu
WHTEPBbLIO BO BPEMS paccrnefoBaHus, Tbo NoToMmy, YTO OHM
nognucanu BHyTPEHHUA MemopaHaym ZTE, B KOTOPOM
0Bcyxaanoch, kak YKMOHUTLCS OT aKCnopTHOro koHTpons CLUA 1
ObInu onpeaeneHsl B STOM MEMOpaHAyMe B Ka4ecTBe «OCHOBHbIX
YYaCTHUKOB CXEMbI» MO YKMOHEHWIO OT ynnaThl HANoroB u/unu
BCTPEYanuch C TOrgalH1M reHepanbHbIM aupektopom ZTE ans
o0cyxaeHust CPeAcTB AaNbHENALErO YKNOHEHNS OT
3akoHogatensctea CLUA. Tpoe 13 Hux Gbiny uneHamu "rpynmbl No
BBOZY KOHTPaKTHbIX JaHHbIX", KOTOpas NpeanpuHUMana akTuBHbIe
YCUMUS MO YHUYTOXEHUIO 1 COKPBITUIO A0Ka3aTenbCTB, bonee
noapo6HO onMcaHHbIX Hike 1 B PCL.

In sum, through those two letters, ZTE informed the U.S.
Government that the company had taken or would take action
against 39 employees and officials that ZTE identified as having a
role in the violations that led to the criminal plea agreement and the
settlement agreements with BIS and the U.S. Department of the
Treasury's Office of Foreign Assets Control. In fact, and as ZTE
now admits, the letters of reprimand described in the November 30,
2016 letter were never issued until approximately a month after
BIS's February 2, 2018 request for information, and all but one ofthe
pertinent individuals identified in the November 30, 2016 or July 20,
2017 letters received his or her 2016 bonus *2. These false
statements were not corrected by ZTE even in part until March
2018, more than 15 months from ZTE's November 30, 2016 letter,
approximately a year from the Settlement Agreement (which ZTE
executed on March 2, 2017) and the March 23, 2017 Order, and
nearly eight months from the July 20, 2017 letter. During a
conference call on March 6, 2018, ZTE indicated, via outside
counsel, that it had made false statements in the November 30,
2016 and the July 20, 2017 letters. As discussed below, ZTE's first
detailed notification occurred on March 16, 2018.

Kopoue rosops, B 3Tux ABYx nucbMax ZTE uHchopmmpoBana
npaBuTenscTo CLUA 0 TOM, 4TO KOMNaHUS NPUHSNA UK NPUMET
Mepbl B OTHOLIEHWM 39 COTPYAHMKOB W AOMKHOCTHBIX NNL,
KoTopble, N0 MHeHWM0 ZTE, cbirpanit onpeaeneHHyo porb B
HapyLLeHusX, NpUBEALLMX K 3aKmodeHuio Cornatlerus o
Npu3HaHUM BuHbI 1 CornatueHuin 06 yperynupoBaHum ¢ BIS u
YnpaBneHWem no KOHTPOIIO 3@ MHOCTPaHHbLIMU aKTUBaMK
MuHuctepcTea ®uHancos CLUA. Ha camom gene, u kak ZTE
celyac npusHaetcs, nucbMo HanucaHHoe 30 Hosbps 2016 1. Tak u
He ObINo BbINYLLEHO, MOKa NPUMEpPHO Yepes MecsiL, nocne BIS 2
tepans 2018 oTnpasuna 3anpoc Ha MHOpMaLMIo, 1 BCe, KpoMe
O[JHOTO 13 COOTBETCTBYIOLMX MWL, YKasaHHbIX nucbmax ot 30
Hosi6ps 2016 ropa u 20 uonsa 2017 nonyyunu ceoit 6oHyc 3a 2016
rog 2. 9Tn NoxHble 3asBneHns He bbinu ucnpasnexsl ZTE paxe
yacTnuHo po mapta 2018 roga, 6onee 15 mecsues ¢ nucbma ZTE
ot 30 Hos1bps 2016 roga, NPUMEPHO rof, ¢ MOMEHTA 3aKIoYeHMs!
Mwuposoro Cornatuerus (koTopoe kak coobwmna ZTE BbinonHuna 2
mapta 2017 roga) u 23 mapta 2017 roga, 4 NOYTM BOCEMb MECSLEB
¢ nucbma ot 20 nons 2017 ropa. Bo Bpemst TenecdoHHOM
KoHdepeHumu 6 mapTa 2018 ropa ZTE yepes BHeLHero
aABoOKarta coo0wuna, YTo OHa caenana JIokHbIe 3asBNeHUs B
nucbmax ot 30 Hosi6ps 2016 roaa u ot 20 uona 2017 roga. Kak
OMUCaHO HWXe, Nepeoe nofpobHoe yBeaomneHue ZTE npousoLuno
16 mapTa 2018 roga.

Proposed Activation of Suspended Sanctions and ZTE 's
Response

Mpepnonaraembiv 0TBET ZTE Ha aKTUBALMKO CaHKLMIA

On March 13, 2018, pursuant to Section 766.17(c) of the
Regulations, BIS notified ZTE of a proposed activation or the
sanctions conditionally-suspended under the Settlement Agreement
and the March 23, 2017 Order based on ZTE's false statements in
its letters dated November 30, 2016 and July 20, 2017,
respectively. The notice letter to ZTE also gave the company an
opportunity to respond, which it did on March 16, 2018.

13 mapta, 2018, B cooTBeTCTBMM C pasgenom 766.17(C)
PernamenTa, BIS 6yget cooblleHo ZTE 06 akTuBaLmu CaHKLui
YCINOBHO-NPUOCTaHOBMEHbIX Ha 0CHOBaHUM Muposoro CornatueHus
1 PelweHus ot 23 mapta 2017, 0CHOBAHHOIO Ha MKMBbIX
3asBnenusix ZTE B nucbmax oT 30 Hosibps 2016 1. v 20 uons 2017
roga, CooTBETCTBEHHO. MucbMO-yBeaoMneHne ZTE Taioke fano
KOMMaH11 BO3MOXHOCTb OTBETUTb, YTO OHa caenana 16 mapTa
2018 roga.

2*

Some of the disciplinary actions ZTE discussed in its November 30, 2016 letter relate to
employees who resigned from ZTE well before the date ofthat letter, including some even as far
back as 2012 and 2013. ZTE asserted that such employees left the company by "mutual
understanding." Including these employees allowed ZTE to inflate the number of employees
listed as subject to disciplinary action, and the material provided by ZTE to date docs not
establish that they were, in fact, subject to such action. The false statements discussed as
violations in this order do not include, however, ZTE's statements relating to the circumstances
under which these employees left the company. Nor do the false statements at issue relate to an
employee referenced in the July 20, 20 |7 letter, concerning whom ZTE did not clearly state that
disciplinary action had been taken. This order also does not relate to any issues relating to the
termination off our officials addressed as part ofthe criminal plea agreement.

2*

HekoTopble 13 AucUMNIMHApHBIX Mep, paccMoTPeHHbIX ZTE B nucbMe oT 30 HosiGpst 2016 roaa,
KacaroTcs COTPYHWUKOB, KOTOpbIE YBONMUNUCH 3 ZTE 3a0nro A0 AaTbl 3TOM0 NUCLMA, B TOM
yncne Hekotopble faxe eue B 2012 n 2013 rogax. ZTE yTeepxaana, YTo Takue CoTpyAHNKM
TMOKMHYMW KOMMAHWI0 N0 "B3aUMONOHMMaHI." B TOM YmCne 3Ty COTpyaHMKY no3sonunu ZTE
3aBbllLATb KONNYECTBO PaBbOTHUKOB, NEPEYMCIEHHbIX B KA4ECTBE NOANEXALLNX
[ZMCLMNIVHAPHOMY B3bICKaHWIO, 8 MaTepuanbl, NpefocTaBneHHble ZTE Ha CEerofHsLLHMA AeHb
[IOKYMEHTaMu, He yCTaHaBMMBAloT, YTO OHU, MO CYTW, MOANEXany TakoMy B3bICKaHuI0. JIoxHble
3asBNEHMs, pacCCMaTpUBaeMble kak HapyLUEHIsi B AaHHOM NpuKa3e, He BKITKOYaloT, OfHaKo,
3asBnenus ZTE, kacalowpecs 06CTOSTENLCTB, MPY KOTOPbIX 3TW COTPYAHNKN NOKUHY N
KoMMaHmio. JToxXHble 3asiBNIEHUS TakKe HE OTHOCATCS K COTPYAHMKY, YNOMSIHYTOMY B NUCbMe OT
20 nionst 2017, B OTHOLLEHNM KOTOPOro ZTE YeTKO He yka3ana, 4To Bbinu npuHsTI
[ZMCLMNINHAPHbIEe Mepbl. ATO NOCTAHOBMEHHE TaKkKe He KACaeTCs kakux-NuGo BOMPOCOB,
CBSI3aHHbIX C YBONbHEHNEM AOMKHOCTHBIX ML, PACCMATPMBAEMbIX B paMKax COrnalleHusi 0
NPU3HAHUN BUHBI.
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Proposed Activation of Suspended Sanctions and ZTE 's
Response

Mpeanonaraembii oTBeT ZTE Ha aKTMBALMIO CaHKLIA

I have reviewed in detail ZTE's response. In its letter, ZTE
confirmed the false statements and, as discussed further infra.
posed certain questions in rhetorical fashion. ZTE then proceeded
to summarize its response upon "discovering" the failure to
implement the stated employee disciplinary actions prior lo March
2018, including its decision to notify BIS or the failures. The
company also described the asserted remedial steps it had taken to
date, .including the issuance in March 2018, of the letters of
reprimand that were to have been sent in 2016-2017. ZTE
additionally asserted that, for current employees whose 2016 bonus
should have been reduced (by 30% to 50%), it would deduct the
corresponding amount from their 2017 annual bonuses "to the
extent permitted under Chinese law." ZTE also said it will pursue
recovery from (certain) former employees of bonus payments for
2016 that the company had informed the U.S. Government would
be reduced, but, contrary lo those statements, were paid in full.

A nogpobHo paccmotpen oteeT ZTE. B cBoem nuckme ZTE
NoATBepauna NOXHble 3asiBNeHus 1, Kak obeyxaanoch ganee
HWXe, 3ajaBan onpeaeneHHbIe BONPOCh! PUTOPUYECKUM CNOCOBOM.
3atem ZTE npuctynuna k 0606LLeHuMI0 CBOEro 0TBeTa nocne
"0BHapyxeHus" HEBLINONHEHUS YKa3aHHbIX AUCLUMNAMHAPHBLIX MEp
cotpyaHukos Ao mapta 2018 roga, BKkoYas peLleHue yeegoMuTb
BIS. KomnaHws Taicke onucana 3asBneHHble Mepbl, KOTOpble OHO
MPUHAMO Ha CEroAHALIHUIA AEHb, B TOM YWCIIe Bblgaya B MapTe
2018 ropa BbIrOBOPOB, KOTOPbIE AOMKHbI ObINK BbITh HaNpaBneHbI
B 2016-2017 ropgax. ZTE gONonHWTENLHO YTBEPXAANa, 4To Ans
HbIHELHWX COTPYAHWKOB, Yeih 6oHyc B 2016 roay gormkeH Obin
ObITb ymeHbLueH (Ha 30% o 50%), oH bygeT BbluuTaTh
COOTBETCTBYHOLLYIO CYMMY M3 WX exerogHbix 60Hycos 2017 roga "s
TOW CTENeHU, B KaKOW 3TO PaspeLLeHO KUTanCKum
3akoHogaTtenbcTBOM." ZTE Takke 3asBuna, 4to byaeT gobusatbes
B3bICKaHWS C (HEKOTOPbIX) BbIBLUNX COTPYAHWUKOB NPEMUAMNbHbIX
Bbinnat 3a 2016 rog, koTopble koMMaHust coobLymna
npasutenscTBy CLUA, HO, BOMpekn aTuM 3asiBieHusM, Gbinm
BbiNnayeHbl B NOMHOM 06beMe.

Finally, ZTE reiterated what it described as the company'’s serious
commitment to export control compliance and summarized its plan
to continue its internal investigation ofthe matter.

HakoHeL, komnaHus ZTE noATeepanna, 4to OHa HasbiBaeT
Cepbe3HOil MPUBEPKEHHOCTLI0 KOMMaHWM COBMIOAEHII
3KCTOPTHOrO KOHTPOITS, W KpaTKO M3NOXWIa CBOWA nraH
MPOAOIIKEHIS BHYTPEHHETO PaccriefloBaHIs 3TOMO BOMPOCA.

ZTE 's Pattern of Deception, False Statements, and Repeated
Violations of U.S. Law

Mopenb obmaHa ZTE, noxHble 3aABReHNS U HEOAHOKpaTHbIe
HapyLweHus 3akoHoaaTtenbcTea CLUA

In issuing the March 13, 2018 notice letter to ZTE, and in
considering ZTE's response, | have taken into account the course
of ZTE's dealings with the U.S. Government during BIS's multi-year
investigation, which demonstrate a pattern of deception, false
statements, and repeated violations. | note the multiple false and
misleading statements made to the U.S. Government during its
investigation ofZTE's violations ofthe Regulations, and the behavior
and actions of ZTE since then. ZTE's July 20, 2017 letter is
brimming with false statements in violation of § 764.2(g) ofthe
Regulations, and is the latest in a pattern of the company making
untruthful statements to the U.S. Government and only admitting to
its culpability when compelled by circumstances to do so. That
pattern can be seen in the November 30, 2016 letter, which falsely
documented steps the company said it was taking and had taken,
as well as in the 96 admitted evasion violations described in the
PCL, which detailed the company's efforts to destroy evidence of its
continued export control violations.

IMpu Bblgave nucbma-yseaomnerns ot 13 mapta 2018 roga ZTE u
npu paccMoTpeHun oTeeTa ZTE 51 NpuHAN BO BHUMaHWE X04
OTHoLLeHuih ZTE ¢ npasutenscTBom CLUA B xoae MHoroneTtHero
paccrnenoBaHus BIS, KoTopble AeMOHCTPUPYIOT Mofens obmaHa,
NOXHbIX 3a5BMNEHMIA M NOBTOPHBIX HapyLLEHUA. A 0TMevaro
MHOTOYMCEHHbIE NOXHbIE 1 BBOZALLME B 3abnyxaeHne
3asBNeHus, caenanHble npasutenscTy CLUA B xoge
paccnefoBaHus HapylueHuit ZTE npasun, a Takxe noBeaeHNs v
peiicteuin ZTE ¢ Tex nop. Mucbmo ZTE ot 20 nons 2017 roaa
HanOMHEHO NOXHbIMM 3aABMEHNAMU B HapyLLeHue § 764.2 (g)
npaBwn 1 ABNSETCA NOCNeaHUM B MOAENM KOMMaHWK, AenatoLen
HenpaBLyvBble 3asBneHns npasutenscTBy CLUA n Tonbko
NPU3HaIoLLEN CBOK BUHOBHOCTb, KOra 3T0 BbIHYXAEHO
obcroaTenscTBamMu. 3Ty CXeMy MOXHO yBUAETb B nucbMe 0T 30
HOs16ps 2016 1., B KOTOPOM KOMMAHMS NIOXHO 3a5BUNa, YTO
NPUHUMAET 1 NPUHUMANA, TaK e Kak 1 B 96 Apyrux cnyyasx
YKMOHEHUM OT HapyLLeHuid, onucanHbIx B PCL, yeunus, 4tobbl
YHUYTOXMTb AOKa3aTeNbCTBA CBOMX HAPYLLEHWUA SKCMOPTHOMO
KOHTpOnNS.

In agreeing to the Settlement Agreement and the imposition of the
March 23, 2017 Order, ZTE admitted committing 380 violations of
the Regulations as those violations were alleged in BIS's PCL. The
PCL detailed an extensive conspiracy,

including as laid out in a 2011 company memorandum draned by
ZTE Corporation's Legal Department and ratified by its then - CEO,
to evade U.S. export control laws and facilitate unlicensed exports
to Iran. During the conspiracy, ZTE leadership and staff employed
multiple strategies in an attempt to conceal or obscure the true
nature and extent of the company's role in the transactions and
thereby facilitate its evasion of U.S. export controls, of which ZTE
had detailed knowledge. As a result of the conspiracy,

ZTE was able to obtain hundreds of millions of dollars in contracts
with and sales from Iranian entities to ship routers, microprocessors

Cornawascb Ha Muposoe CornalueHue n Pewwexue ot 23 mapTa
2017 roga, ZTE npusHana, 4to coeeplimna 380 HapyLueHui
lMpaBun, NOCKONBKY 3TW HapyLeHus by 3asieneHsl BIS B PCL.
PCL nogpo6Ho onucbiBaeTcs 06LWMPHbIA 3aroBop, B TOM Yincne
13noxeHHbIn B 2011 MemopaHZyme KoMnaHu1 NOAroTOBNEHHOM
topuamnyeckum [lenaptameHToM kopriopauum ZTE n
paTUMULMPOBAHHOM €€ TOrAaLlHUM reHeparbHbIM AUPEKTOPOM,
4T0ObI YKIOHUTBCA OT 3aKOHOB CLUA N0 3KCMOPTHOMY KOHTPOTHO U
0bnerynTb HeMMLEH3MPOBaHHbINM 3KkcnopT B MpaH. Bo Bpewms
3arosopa pykoBOACTBO W COTPYAHUKM ZTE nucnons3osanu
HECKOMbKO CTPaTEruii, NbITasiCb CKPbITb MCTUHHBIA XapakTep W posb
KOMMaHUW B caenkax 1 Tem cambiM 06nerdnTb ee YKNoHeHue ot
akcnopTHoro koHTpons CLUA, o koTopom ZTE 6bino nogpobHo
13BeCTHO. B pesynbTate 3aroeopa, ZTE yfanoch Nony4nTb COTHM
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and servers controlled under the Regulations for national security,
encryption, regional security, and/or anti-terrorism reasons to Iran.

MWMNMOHOB AONNAPOB B KOHTPAKTaX W NPOAaxax OT MPaHCKNX
OpraHv3aLmii Ans JOCTaBKM MapLLpPYTU3aTOPOB,
MWKPOMPOLIECCOPOB 11 CEPBEPOB, NMOCTaBKa KOTOPbIX OrpaHNyeHa B
COOTBETCTBMM C [paBuNamu HaLMoHanbLHon 6e3onacHoCTy,
LnNpOoBaHNS, pernoHanbHon 6e30macHOCTH niunm
aHTUTEPPOPUCTUYECKMX NPUYMH B MpaH.

ZTE Cover-Up Activity

ZTE cokpbITHe AeATeNbHOCTH

Of the 380 alleged and admitted violations, ZTE committed 96
evasion violations relating to its actions to obstruct and delay the
U.S. Government's investigation 3. These violations included
making knowingly false and misleading representations and
statements to BIS special agents and other federal law enforcement
agents and agency official during a series of meetings between
August 26, 2014, and at least January 8, 2016, including that the
company had previously stopped shipments to Iran as of March
2012, and that it was no longer violating U.S. export control laws. In
doing so, ZTE acted through outside counsel, who were unaware
that the representations and statements that ZTE had given to
counsel for communication to the U.S. Government were false and
misleading. ZTE failed to correct those representations and
statements, which were continuing in effect, until beginning to do so
(via outside counsel) on April 6, 2016.

13 380 npegnonaraembix 1 NpU3HaHHbIX HAPYLIEHWUI KOMNaHUs
ZTE coBeplumna 96 HapyLIeHWiA, CBA3aHHbIX C YKITOHEHWEM OT
ynnatbl HanoroB, B CBA3U C €€ AENCTBUAMM NO
BOCMPENATCTBOBAHMIO W 3afepXKe paccrnefoBaHus
npasutenscTBoM CLUA ¥, 31 HapyLweHus BKIoYanu BHECEHUM
33BEOMO JTOXHbIX 1 BBOLAALLMX B 3ab6nyxaeHne 3asBneHuni v
3asBEHNI CneunanbHblx areHToB BIS 1 gpyrux degepanbHbiX
NPaBOOXPAHMTENBHbIX OPraHOB U JOMKHOCTHBIX MWL, areHTCTBa B
xoe cepun BcTped Mexay 26 asrycta 2014 roga, W, No KpaitHen
mepe, 8 aHBapsa 2016 roaa, B TOM YM1Cne, YTO paHee KOMMNaHKs
npekpatuna noctasku B MipaH B MmapTe 2012 roga, v 4TO OHa He
HapyLuaeT 3akoHbl CLUA 06 akcnopTHoM koHTpone. IMpn atom ZTE
JelcTBOBasa Yepes BHELHErO afBoKaTa, KOTOPLIN HE 3Has, YTO
3asBneHus, kotopble ZTE fana afBokaty Ans CBg3u ¢
npaBuTenscTBoM CLUA, 6binu NOXHBIMM 1 BBOAALLMMY B
3abnyxpaeHne. ZTE He vcnpaBuna 3Ty 3asBneHuns (Yepes
BHELUHEro afBokaTa), KOTopble NpoJomKanu 4encTBoBaTh 40 6
anpens 2016 roga.

ZTE also engaged in an elaborate scheme to prevent disclosure to
the U.S. Government, and, in fact, to affirmatively mislead the
Government, by deleting and concealing documents and
information from the outside counsel and forensic accounting 111-
m that ZTE had retained with regard to the investigation. Between
January and March 2016, ZTE went so far as to form and operate a
"Contract Data induction Team" made up of ZTE employees tasked
with destroying, removing, and sanitizing all materials concerning
transactions or other activities relating to ZTE's Iran business that
post-dated March 2012. ZTE required each of the team members to
sign a non-disclosure agreement covering the ZTE transactions and
activities the team was directed to hide from the U.S. Government,
subject to a penalty of 1 million RMB (or approximately $150,000)
payable to ZTE if it determined that a disclosure occurred.

ZTE Takxke yyacTBoBana B paspabotaHHoOn cxeme no
NpeaoTBPALLEHMI0 PacKpbITUS MHpopMaLmn npasuTenscTay CLUA
W, MO CYTK, YMbILLAEHHO BBENa B 3abnyxaeHne NpaBuTenbsCTBoO,
YAanuB U CKPbIB AOKYMEHTbI 1 MH(POPMALIO OT BHELLHErO
afBokata u cyaebHo-mMeauupmHekoro yyeta 111-m, kotopble ZTE
COXpaHura B OTHOLUEHWUM paccnenoBaHus. B nepuop ¢ sHBaps no
mapt 2016 roga, komnaHua ZTE 3allna Tak faneko, 4to
cchopmmpoBana "koMaHgy no (anbcudrkaLmm JOroBOPHbIX
JaHHbIX", COCTaBMNEHHas 3 COTPYAHMKOB KOMNaHum ZTE, KOTOpbIM
ObIn10 NOPYYEHO YHUUTOXEHNE, YAANEHNE W OYNCTKA BCEX
MaTepmaros, KacatoLMXCs CAENOK UMK UHbIX AeNCTBUIA, CBA3AHHbIX
¢ MpaHom, gatupoaHHble mapTom 2012 roga. ZTE notpebosana,
4TOObI KAX/BIN U3 YNEHOB KOMaHZbI NOANUCAN COornalleHne o
HepasrnaLleHu, OXBaTbIBaOLLEE TPaH3aKLMM W LEeATENbHOCTb
ZTE, KoTOpbl€ kOMaHze Oblno NOpy4EHO CKPbITb OT NPaBUTENBCTBA
CLUA, npu ycnosuu wtpadha B pasmepe 1 MUNMIUOHA KoaHen (1nn
okono 150 000 gonnapos CLUA), Beinnaumsaemoro ZTE, ecrnv oH
OMPEeAEenuT, 4TO PackpbITE MPOU3OLLO.

Determination to Activate the Suspended Denial Order

OnpepeneHne Ha akTMBaLUIO OTMEHbI NPMOCTAHOBNEHMA
PewweHns

It was with this backdrop in mind, as more fully alleged in the PCL,
that the Settlement Agreement and the March 23, 2017 Order
mandate that ZTE truthfully disclose, upon request, all factual
information (not subject to certain privileges, which are inapplicable
here), and that led BIS to make its February 2, 2018 request for
information relating to the employee disciplinary actions stated in
the November 30, 2016 and July 20, 2017 letters.

MmeHHo ¢ yyeToM aToro, 0 Yem bonee nogpobHo rosoputcs B PCL,
yto cornacHo Muposomy CornalleHuto u PelueHuio ot 23 mapTa
2017, ZTE He npepocTaBunn SOCTOBEPHYIO MHADOPMALMIO MO
3anpocy 0 NpefocTaBneHnn akTUYeCKon MHopmaLum (He
pacnpoCTpaHseTCs Ha onpegeneHHble MPUBUNETAN, KOTOPLIX HE
paccmaTpuBaloTCs 34€eCh), 1 3TO npueeno BIS, utobbl caenatb 2
tespans 2018 3anpoca uHopmaLmu, kacarLiencs
ONCUMNIMHAPHBIX B3bICKaHU PAOOTHWKOB, 3asiBNIEHHBIX B MUCbMAX
30 Hos6ps 2016 roga u 20 nions 2017.

*3

These 96 admitted violations are discussed in fuller detail in the Proposed Charging Letter
attached to and incorporated by reference in the Settlement Agreement. In the Settlement
Agreement, ZTE admitted each of the allegations and violations contained in the Proposed
Charging Letter.

*3

371 96 fonyLLEeHHbIX HapyLLeHWi Gonee NoapobHO paccMaTpUBAKTCS B NpeAnaraeMom
nucsMe, npunaraemom k Muposomy Cormallenmio 1 BKMio4aeMoM B HEro MyTeM ccbinku. B
CornalueHun 06 yperynuposanun ZTE npusHana Kaxnoe 13 yTBEPXAEH! 1 HapyLLEHWH,
COLEPXaLUMXCS B NPeLIaraeMoM 0GBUHUTENBHOM NUCHME.

Ccblka Ha UCMmoYHUK



https://craftmann.ru/news/chinese-pipixia/

BIS has determined that the company's admission, in response to
inquiries from BIS, that it made false statements to the U.S.
Government during the probationary period under the Settlement
Agreement and March 23, 2017 Order indicate that ZTE still cannot
be relied upon to make truthful statements, even in the course of
dealings with U.S. law enforcement agencies, and even with the
prospect of the imposition of a $300 million penalty and/or a seven-
year denial order. The provision of false statements to the U.S.
Government, despite repeated protestations from the company that
it has engaged in a sustained effort to turn the page on past
misdeeds, is indicative of a company incapable of being, or
unwilling to be a reliable and trustworthy recipient of U.S.- origin
goods, software, and technology. BIS is left to conclude that if the
$892 million monetary penalty paid pursuant to the March 23, 2017
Order, criminal plea agreement, and settlement agreement with the
Department of the Treasury did not induce ZTE to ensure it was
engaging with the U.S. Government truthfully, an additional
monetary penalty of up to roughly a third that amount ($300 million)
is unlikely to lead to the company's reform.

BIS ycTaHoBMUNa, YTO MO NPU3HAHMIO KOMMAHMK, B OTBET Ha
3anpocel 0T BIS, fenana noxHble 3asBrneHus, 4tobbl
npasuTenbcTeo CLUA B TeUeHME MCMbITAaTENBHOMO CPOKa No
Mwuposomy CornateHnto n 23 mapta 2017 TOro, ykasbIBatoT Ha TO,
4TO KOMNaHuM ZTE no-npexHeMy Herb3s AOBEpSTh, YTO OHa ByaeTt
Aenatb NpaBaMBbIE 3asBMEHUSs, AaXe B OTHOLLEHMSX C
amepuKaHCKUMI NPaBOOXPaHUTENBHBIMI OpraHamu, 1 Aaxe ¢
nepcnexTmeoii 13 BBeaeHns $300 MIH. WTpadia umnm ceMuneTHui
0TKa3 3aka30B. pefocTaBneHne NoXHbIX 3asBNEHMI
MpasutenscTy CLUA, HeCMOTPS Ha HEOOHOKPATHbIE 3aABMEHNS CO
CTOPOHbI KOMNAHWW, YTO OHA NPEANPUHUMAET NOCTOSIHHbIE YCUMKS,
4T0ObI NEPEBEPHYTL CTPAHULYY O MPOLLbIX NPOCTYMKAX,
CBULETENLCTBYET O KOMMAaHUKM, HECNOCOBHOM BbITb UMK He
Xenarowen bbITb HaAEXHbIM 1 3aCIyXX1BAIOLLMM JOBEPUS
nomny4atenem TOBapoB, NPOrpaMMHOro 0BecneveHus 1 TEXHOMOTUiA
amepuKaHcKoro npoucxoxaeHus. BIS octaeTcs 3akmoymnTb, YTo
ecrnv AeHexHbIN Wrpad B pasmepe 892 MUNn1oOHOB LONNapos,
yNnayeHHbIi B COOTBETCTBMM C npukasom ot 23 mapTa 2017 roaa,
COTMaLIEHNEM O MPU3HAHWM BUHBI 1 COrnalleHmnem o
yperynupoBaHum ¢ MuHncTepcteom uHaHcoB, He nobyaun ZTE
obecneuntb B3aumopeiicteme ¢ CLUA. MpaBnUTeNbCTBO CYMTAET,
YTO [JONOMHUTENbHBIA AEHEXHBIN WTpad B pasmepe NpuMepHo
TPeTY 370 cymMMbl ($300 MUMIMOHOB) BPSiA NN NPUBELET K
pedopme KoMnaHuu.

The false statements ZTE made in the July 20, 2017 letter violate
Section 764.2(g) of the Regulations and the terms of the Settlement
Agreement and the March 23, 2017 Order. and thus violate the
conditions of ZTE's probation under the Agreement and the Order.
The false statements in the November 30, 2016 letter, made during
the investigation, are pertinent and material in at least two ways. 4
First, they are evidence that ZTE's false statements to the U.S.
Government did not cease in April 2016, as are the additional false
statements ZTE made in its July 20, 2017 letter. Second, under
Section 764.2(g) of the Regulations, all representations,
statements, and certifications to BIS or any other relevant agency
made, inter alia, in the course of an investigation or other action
subject to the Regulations are deemed to be continuing in effect.
Notification must be provided to BIS and any other relevant agency,
in writing, of any change of any material fact or stated intention
previously represented, stated, or certified. Such written notification
is to be provided immediately upon receipt of any information that
would lead a reasonably prudent person to know that a change
ofmaterial fact or intention has occurred or may occur in the future."
15 C.F.R. § 764.2(g)(2) (20 142017).” Thus, with regard to the
probationary conditions at issue here, ZTE failed to comply even
partially with this continuing duty to correct by written notification,
from the date ofthe March 23, 20 17 Order until March 8, 2018.6*

JloxHble 3asBnenus ZTE, caenanHblie B nucbme oT 20 nong 2017
roga, HapyLarot pasgen 764.2 (g) npasun u ycnosuit Mnposoro
CornalueHus u Pewenuns ot 23 mapta 2017 roga u TeM cambiM
HapyLLaKT yCroBus UCnbiTaTenbHOro cpoka ZTE no CornalueHnto
1 Pewenuto. JloxHole 3asBneHns B nucbme ot 30 Hosiops 2016
rofia, coenaHHbIe B Xofe paccnefoBaHns, SBNAITCA YMECTHLIMU U
CYLLECTBEHHbIMY MO KpanHei Mepe aByms cniocobamm 4. Bo-
nepBbIX, OHYU SABNSKOTCA JOKa3aTENbCTBOM TOMO, YTO NOXHbIE
3asBneHus ZTE npasutenscTsy CLUA He npekpatunuck B anpene
2016 ropa, kak 1 JONONMHUTENbHbIE NIOXHbIE 3asBneHns ZTE,
caenanHble B nuceme ot 20 uions 2017 roga. Bo-BTopbIX, B
COOTBETCTBMM C pa3aenom 764.2(g) nonoxeHui sce
npeacTaBneHuns, 3asBneHuns 1 yooctoBepeHus B agpec BIS vnu
nboro Apyroro COOTBETCTBYIOLLEO YUPEXAEHUS, CLENAHHbIE, B
YaCTHOCTH, B X0Zie paccnefoBaHu1s Unu Apyrux AeNCTBUN,
nognagatoLLnx nof AeNCTBIE NONOXEHUIA, CYNTAIOTCS
MPOLOMKAIOLMMUCS. YBEAOMITEHME AOITKHO ObITh NPegoCTaBeHo
BIS v nobomy apyromy COOTBETCTBYIOLLEMY YUPEXAEHUIO B
NUCbMEHHON hopme 0 NIoBOM U3MEHEeHUM Kakoro-nnbo
CYLLECTBEHHOTO (haKTa UNW 3asBMEHHOTO HAMEPEHMS!, paHee
NPeACTaBMNEHHOrO, 3asBIEHHOrO UMW 3aBEPEHHOro. Takoe
NUCbMEHHOEe YBEAOMITEHNE AOIMKHO BObiTh NPeaCTaBNeHO cpasy xe
nocne nonyyexus noboi MHgopmaLmm, koTopast no3sonuna bbl
pasyMHO BrnaropasyMHOMY NULY Y3HaTb, YTO M3MEHEHE
MaTepmarnbHOro dakta Ui HamMmepeHUs NPOWU3OLLINO U MOXET
npowusonTut B Oyaywem "15 C. F. R. § 764.2(r)(2) (2014-2017).”

4%
They are also possibly material in another way, as the pertinent 2016 bonus payments may not
have been made until after the Settlement Agreement had been executed or after it had been
approved via the March 23, 2017 Order. The November 30, 2016 letter indicated that 2016
bonus figures would be "announced in March 2017 ...

4%
OHM Takoke, BOIMOXHO, paccCMaTp1BaloT MaTepuan no-Apyromy, kak cootetcTayiolme 2016
npemuanbHble BbINaThl He Gbinv caenabl A0 okoH4aHust CornalueHns Gbiny npon3BeaeHb!
1N nocne Toro, kak 6binu yTBepxaeHs! B Peluennn ot 23 mapta 2017 nopsiake. B nucsme ot 30
Hos6ps 2016 roaa ykasaHo, 4to 6oHycHble cymmbl 2016 roga 6yayT o6bsiBneHs B mapTe 2017
roga ...

5*

Under the Regulations, "knowledge of a circumstance of the term may be a variant, such as '
know,' reason to know,' or 'reason to believe') includes not only positive knowledge that the
circumstance exists or is substantially certain to occur, but also an awareness ofa high
probability of its existence or future occurrence. Such awareness is inferred from evidence of the
conscious disregard of facts known to a person and is also inferred from a person's willful
avoidance of facts.-» See 15 C.F.R. § 772. | (parenthetical in original).

5*

B cootBetcTBUM C MpaBunamm, "3HaHne 06CTOATENbCTBA TEPMIUHA MOXET ObiTb BapUaHToM,
TaKuM Kak "3HaTb", "npuynHa 3HaTh" Unm "npuunHa nonaratb") BKNOYaeT B cebs He TOMbKO
NOMOXMTENbHOE 3HaH!E O TOM, YTO 0BCTOATENLCTBO CYLECTBYET UMK MO CYLIECTBY
06s13aTenbHO NPOVU3OIAET, HO U OCO3HAHME BbICOKOI BEPOSITHOCTM €50 CYLLECTBOBAHMS UMK
ByayLero BO3HUKHOBEHNS. Takoe 0CO3HaHIE BbITEKAET 13 CBUAETENbCTBA CO3HATENBHOO
MrHOPUMPOBaHMS (PaKTOB, U3BECTHBIX YENOBEKY, @ TaKKe U3 YMbILUFEHHOTO YKIOHEHMS YerioBeka
ot dpakToB.'* CM. 15 C. F. R. § 772. n (B ckobkax B opuUruHane).

6*
As discussed supra and in the March 13, 2018 notice letter, ZTE did provide some notice by
telephone on March 6, 2018.

6*
Kak yka3aHo Bbllwe 1 Ha 13 mapta, ysegomnerue 2018, komnanus ZTE npeactasuna
HekoTOpble yBefoMNeHns Ha TenedoH Ha 6 mapTa 2018 roga.
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Takum 06pa3om, UTO KacaeTcs YCNoBMIA UCMbITATENBHOTO CPOKA, O

KOTOPbIX 34€eCb UAET peyb, ZTE He BbINOMHMMNA Jaxe YaCTUYHO 3Ty
00513aHHOCTb MyTEM NUCbMEHHOIO YBELOMITEHMS, C AaTbl PelueHns
o1 23 mapTta 20 17 go 8 Mapta 2018 roga ",

I note that in its response to BIS 's notice of proposed activation of
suspended sanctions and in making its case for leniency, ZTE
acknowledged that it had submitted false statements, but argued
that it would have been irrational for ZTE to knowingly or
intentionally mislead the U.S. Government in light of the
seriousness ofthe suspended sanctions. The heart of its argument
is the question, posed by the company in rhetorical fashion, asking
"why would ZTEC risk paying another $300 million suspended fine
and placement on the denied parties list, which would effectively
destroy the Company, to avoid sending out employee letters of
reprimand and deducting portions ofemployee bonuses?" ZTE
argued that BIS should not act until the company completed an
internal investigation so that ZTE could answer such questions.

£l oTmMeuato, 4TO B CBOEM OTBETE Ha yBegomrneHue BIS o
npegnonaraemMom BBeAEHNN MPUOCTAHOBMNEHHbIX CaHKLMWIA U B
CBOMX ,OBOZAX B MOJb3y CHUCXOXAeHWs ZTE npusHana, 4To oHa
npescTasuia NOXHbIE 3aABNIEHUS, HO yTBepXaana, yto ansa ZTE
ObIno Bkl Hepa3yMHO CO3HATENLHO U HAMEPEHHO BBOAWTb B
3abnyxaeHue npasutenscTBo CLUA B cBeTe cepbe3HoCTH
MPUOCTAHOBMEHHbIX CaHKLMA. B OCHOBE €ro apryMeHTa nexut
BOMPOC, 3afaHHblil KOMMaHWENR PUTOPUYECKM CMOCOBOM,
cnpawumeas: "novemy ZTE puckyet Bbinnatuts ewe 300
MWUIIIMOHOB AONNAPOB NPUOCTAHOBNEHHOTO WTpada 1
pa3MeLLeHNs B CrIMCKE 3anpeLLleHHbIX CTOPOH, YTO OAHO3HAYHO
YHUYTOXMT KOMMAHW0, BMECTO TOr0, 4TOObI OTNPaBUThL
COTPYAHMKAM MUCEM C BbIFOBOPOM U BbIYMTaHMS YacTy NPEMUIA 4115
coTpyaHukoB?" ZTE yTBepxaana, uto BIS He gomkHa aeicTBoBaTh
[0 Tex nop, Noka KOMMNaHWs He 3aBePLUUT BHYTPEHHee
paccrnenoBaHue, 4tobbl ZTE mMorna 0TBETUTL Ha Takue BOMpOChI.

ZTE has posed such questions not because additional investigation
could render its false statements true, but in the hope of postponing
action by the U.S. Government and ultimately avoiding or
minimizing the consequences of its additional violations. Similarly,
additional time to continue its investigation is unnecessary and
irrelevant to the issue of whether the company violated the
provision against giving false statements to BIS under Section
764.2(g) ofthe Regulations, and in violation of the Settlement
Agreement and March 23, 2017 Order. The reasons that ZTE
violated the EAR are red herrings to BIS's concern that the
company has repeatedly made false statements to the

U.S. Government-as the company has now repeatedly admitted. As
recently as March 21, 2018, in a certification to the U.S.
Government signed by ZTE Corporation's Senior Vice President,
Chief Legal Officer and Acting Chief Compliance Officer, ZTE
admitted that it "had not executed in full certain employee
disciplinary measures that it had previously described in a letter to
the U.S. government dated November 30, 2016, and there are
inaccuracies in certain statements in the letter dated July 20, 2017."
Giving ZTE additional time to complete its internal investigation will
not erase the company's most recent-in a series-of false statements
to the U.S. Government.

ZTE cTaBuUT Takue BOMPOCHI HE NOTOMY, YTO AOMONTHUTENBHOE
paccrnefioBaHWe MOXET CenaTh ero NOXHbIE 3asBNeHUs
npaBaMBbLIMY, @ B HAJEXAe OTNOXMTbL AENCTBUS NPaBUTENLCTBA
CLUA 1 B koHeuHOM nTOre U3bexatb UM MUHUMU3MPOBATbL
NoCneacTBUS ero JONOMHUTENbHbIX HApYLIEHWUA. AHANOMYHBIM
06pa3oM, 4ONONHUTENBHOE BPEMS 4151 NPOAOMKEHUS
paccrefoBaHus He SBNSeTCs HeobX0aUMbIM 1 HE UMeeT
OTHOLLIEH!S K BOMPOCY O TOM, HapyLUmMmna ni KoMnaHus nonoxexue
NPOTWB NPeaoCTaBNEHUs NOXHbIX 3asBneHu BIS B cOOTBETCTBMM
c pasgenom 764.2(g) PernameHTa, a Takxe B HapyLLeHWe
Muposoro Cornatuerus u Peluenus ot 23 mapta 2017 roga.
[Mpu4nHbI, No KoTopbiM ZTE Hapywwmn EAR, - 3T0 nonbiTka
MOPOYUTB rofioBy BIS MMEHHO O TOM, YTO KOMNAHUS HEOOHOKPATHO
[enana noxHole 3assnenns Mpasutenbctay CLUA, kak komnaHus
yXXe HeOAHOKpaTHO npu3HaBanacs. CoBcem HepaBHo, 21 mapTa
2018 roga, B cepTuchukavmm npasutensctey CLUA, nognucaHHoi
CcTapLuM BULe-Npe3uaeHToM kopnopauun ZTE, rnasHbIM
OPUONYECKUM OUPEKTOPOM U UCTIONHSIOLLMM 0653aHHOCTH
rnasHoro KomnnaeHc-ouuepa, ZTE npusHana, YTo oHa "He
BbINOMHMMA B NOSIHOM 06bEMe HEKOTOPbIE ANCLMNNUHAPHBIE MEpb
COTPYAHMKOB, KOTOPbIE OHA paHee onucana B nucome B CLUA
npasutensctea oT 30 Hosbpst 2016 roaa, 1 €CTb HETOYHOCTM B
HEeKOTOpbIX BbliCkasbiBaHsX B nucbme oT 20 nons 2017 roga.”
lMpenocTasnenue ZTE AONONHATENBHOMO BPEMEHU Ans
3aBepLLEHNSt CBOEr0 BHYTPEHHETO paccneaoBaHmMs He COTpeT eé
noxHble 3asBneHus Mpasutensctey CLUA.

Furthermore, ZTE's suggestion that it could or would not have
made such a poor or irrational cost-benefit calculation, or otherwise
assumed the risks involved, simply ignores the fact that throughout
the U.S. Government's investigation ZTE has acted in ways that
BIS would consider illogical and unwise. ZTE committed repeated
violations of the Regulations and U.S. export control laws while
knowing and accepting the most significant of liability risks both
before and after it knew it was under investigation. ZTE then raised
the risks and stakes even further while under investigation by
repeatedly lying to BIS and other U.S. law enforcement agencies
and engaging in a cover-up scheme to destroy, remove, or sanitize
evidence. The bottom line is that the proffered irrationality of the
unlawful conduct docs not excuse or minimize it; nor does the
conduct stand alone, being part of an unacceptable pattern of false
and misleading statements and related actions, as discussed
above. Moreover, until BIS asked for all of the underlying
documentation of the steps that ZTE said it had already taken,

Kpome Toro, npeanonoxexne ZTE 0 TOM, YTO OHa MOrfia unm He
caenana bbl TaKoy NNOXOM MW MPPaLMOHANbHBIN pacyeT 3aTpaT u
BbIFOJ MW MHBIM 06pa3oM NpuHsna Ha cebs CBA3aHHbIE C ITUM
PUCKW, NPOCTO UrHOPUPYET TOT (PaKT, UTO Ha NPOTSKEHUW BCErO
paccnegosaHnus lNpasutensctea CLUA ZTE peiictBoBana Takum
obpasom, 4to BIS bygeT cuutaTh HENOMUYHBIM U HEPA3YMHbIM.
ZTE coBepluana Heo4HOKpaTHble HapyLWeHNs NpaBuil U 3aKOHOB
CLUA o KoHTpOne 3a 9KCMOPTOM, 3Hast 1 MPUHIMAs Camble
3HauMTENbHbIE PUCKM HAAEXKHOCTU KaK [0, TaK 1 NOcne Toro, kak
OHa 3Hana, YTo OHa HaxoauTes noA cneacTaneM. 3atem ZTE ewe
BonblLe NOBLICUNA PUCKM U CTABKM, HAXOASACh NOA CNEACTBUEM,
HEOOHOKpaTHO nrana BIS u gpyrum npaBooxpaHuTeSIbHbIM
opraHam CLUA n yyacTBoBasna B CXeMe COKPbITUS, YTOObI
YHUMTOXWTb, yOAnuTb UK CKPbITb Joka3aTenbcTBa. CyTb B TOM,
4TO NPEANOXKEHHYIO UPPALIMOHANBHOCTb U3 NPOTUBONPABHOTO
NoBeLieHNs He onpaBaaHue UM MUHUMU3MPOBAHUE Ero; He
BO3MOXHO BECTW B OfMHOYKY, @ €CTb YaCTb HEMPUEMNEMON
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some of the most culpable employees faced no consequences-ZTE
paid their bonuses and paid them in full and the employees went
without reprimand. This is the message ZTE sent from the top.

MOZenu HeJOCTOBEPHbIX U BBOASLLMX B 3a0MyxaeHne 3asBneHuii
[eNCTBUIA, Kak OnmMcaHo BhilLe. bonee Toro, 4o Tex nop, noka BIS
He 3anpocuna BCto 6a30By0 AOKYMEHTaLUMIO O Luarax, kotopble ZTE
3asBMNa, YTO OHA YXXe NPeanpuHsNa, HeKOTopbIE U3 CamblX
BWHOBATbIX COTPYAHWKOB HE CTONKHYNUCh C nocneacTsnamv - ZTE
BbiNnaunBana cBou BOHYChI U BbiNnaymneana ux B NoNHOM obbeme,
a COTPYAHWKM Bbinu 6e3 BbIroBOPOB. 3TO BbINO OpraHU30BaHO
pykoBoacTBoM ZTE.

Based on the totality of circumstances here, | have determined
within my discretion that it is appropriate to activate the suspended
denial order in fall and to suspend the export privileges of ZTE for
a period of seven years, until March 13. 2025.

Mcxoas u3 cnoxmsLLMXCs 3aech 06CTOSTENLCTB, S ONPEAENUN No
CBOEMY YCMOTPEHMIO, YTO LienecoobpasHo aKTUBMpOBaTL
MPUOCTAHOBMEHHBI OTKA3 OCEHbIO U MPUOCTAHOBUTL SKCMOPTHbIE
npusunerun ZTE Ha cpok go 13 mapta. 2025.

IT IS THEREFORE ORDERED:

NO3TOMY NMPUKA3AHO:

FIRST, from the date of this Order until March 13, 2025, ZTE
Corporation, with a last known address of ZTE Plaza, Keji Road
South, Hi-Tech Industrial Park, Nanshan DistJict, Shenzhen, China,
and ZTE Kangxun, with a last known address of 2/3 Floor, Suite A,
Zte Communication Mansion, Keji (S) Road, Hi-New Shenzhen,
518057 China, and when acting for or on their behalf, their
successors, assigns, directors, officers, employees,
representatives, or agents (hereinafter each a "Denied Person"),
may not, directly or indirectly, participate in any way in any
transaction involving any commodity, software or technology
(hereinafter collectively referred to as "item") exported or to be
exported from the United States that is subject to the Regulations,
or in any other activity subject to the Regulations, including, but not
limited to:

lNepBoe, ¢ MOMeHTa 3Toro PelueHuns fo 13 mapTa, 2025,
Kopnopauws ZTE, ¢ nocnegHero n3secTHoro agpeca ZTE Plaza,
Keji Road South, Hi-Tech Industrial Park, Nanshan DistJict,
Shenzhen, China, n ZTE Kangxun, ¢ nocnegHero 13BecTHOro
appeca of 2/3 Floor, Suite A, Zte Communication Mansion, Keji (S)
Road, Hi-New Shenzhen, 518057 China, v feiicTBytoLve B 1X
WHTEpecax Unu 0T UX UMEHW, UX NPEEMHUKI, NPaBONpPeEMHIUKaMK,
OMPEKTOpa, AOMKHOCTHbIE NLa, COTPYAHUKW, NPeLCTaBATENN, UMK
areHThbl (ganee Kaxablit B 0TAENbHOCTM - "nuua"), He MOryT NpPsSIMO
WNW KOCBEHHO y4acTBOBAaTb B M060N caenke ¢ yyactuem nwboro
TOBapa, NporpamMmmHoe obecrneyeHme unm TexHonorum (ganee
COBMECTHO MMEHYeMbIEe "n3aenue"), SkCnopTupyemble unm
nognexatiue akcnopty u3 CoeanHeHHbIx LLTaToB, Ha kOTOpbIE
pacnpoCTPaHSOTCA Npasuna, Unn B pamkax niobon apyron
JeATenbHOCTM, NoanagatoLien Nof AeNCTBIE NpaBus, BKITHOYas, HO
He orpaHNymMBasiCh:

A.  Applying for, obtaining, or using any license, license
exception, or export control document;

A. I'IpmmeHeHme, nonyvyexHme nnn ncnonb3oBaHne noboit
NNLUEH3UK, NCKNKYEHNA U3 NNLEH3UX NN JOKYMEHTa
9QKCMOPTHOIO KOHTPONA,

B. Carrying on negotiations concerning, or ordering, buying,
receiving, using, selling, delivering, storing, disposing of,
forwarding, transporting, financing, or otherwise servicing
in any way, any transaction involving any item exported or
to be exported from the United States that is subject to
the Regulations, or engaging in any other activity subject
to the Regulations; or

B. [lpoBegeHne neperoBOPOB WK 3akas, NOKyMkKa,
nomny4eHue, UCronb3oBaHue, Npogaxa, 4OCTaBka,
XpaHeHue, pacnopsikeHne, 3KCIeaMpoBaHue,
TPaHCNOPTUPOBKA, (PUHAHCMPOBAHME UMK UHOE
obcnyxueaHne MobbimM cnocobom, nboi caenku,
CBSI3aHHOM C NtoObIM NPEAMETOM 3KCTopTa UM JKcnopTa
13 CoeauHeHHbIx LLITaToB, KOTOpBIN NognagaeT nog
[eNCTBME NpaBu, UK yyacTie B Noboi gpyroi
[edTenbHOCTY, NoanajatoLLen nog AencTaume npasun;
unm

C. Benefitting in any way from any transaction involving any
item exported or to be exported from the United States
that is subject to the Regulations, or from any other
activity subject to the Regulations.

C. MonyyeHue nobbIx BLIroA OT N0O0I CAEMNKM, CBS3aHHOM
C NMtobbIM TOBAPOM, SKCMOPTUPYEMBIM UN NOANEXKALLMM
akcnopTy 13 CoeamHeHHbIX LLITaToB, Ha KOTOPbIN
pacnpoCTpaHseTCa AeCTBME NOMOXEHWNA, UNK OT Ntobon
Jpyroit AesTenbHOCTH, NognafaroLlen nog AencTene
MONOXEHMI.

SECOND, no person may, directly or indirectly, do any of the
following:

Bo-BTOPbIX, HIt OHO MALIO HE MOXET MPSIMO UMK KOCBEHHO enaTh
cnegyrouyee:

A. Export or reexport to or on behalf of a Denied Person any
item subject to the Regulations;

A.  3KcnopT Unu peakcnopT OT UMeHM 3TUX NnL, Nobon
npeameT, nognaaaroLLuin nog AenCTBUE NpaBum;

B. Take any action that facilitates the acquisition or
attempted acquisition by a Denied Person of the
ownership, possession, or control of any item subject to
the Regulations that has been or will be exported from the
United States, including financing or other support

B. [peanpuHumarth Kakve-nmbo gencTams, uto obneryaet
npuoBpeTeHne unm nonbiTka NPMOBPETEHNS NNLIOM 13
cOOCTBEHHOCTH, BaeHUs UK KOHTpOns ntoboro Toeapa
NOAYMHSIETCA NpaBunam, kotopble 6binu unu OyayT
akcrnopTupoBaHbl 13 CLUA, BKntoyas huHaHCUpoBaHwe
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activities related to a transaction whereby a Denied
Person acquires or attempts to acquire such ownership,
possession or control:

NN MHYIO NOAJEPXKY AESTENBHOCTH, CBA3AHHBIX CO
CAENKOWN, B COOTBETCTBUM C KOTOPLIM 0TKA3aHO NULI0
npuobpeTaeT unn nbiTaeTcs NpUoBbpecT Takoe Npaso
COBCTBEHHOCTM, BNALEHUS UK KOHTPOMS:

C. Take any action to acquire from or to facilitate the
acquisition or attempted acquisition from a Denied Person
of any item subject to the Regulations that has been
exported from the United States:

C. [pepnpuHumath Kakue-nubo LeincTens no
np1oBpeTeHuIo OT Unu 0bnerunTb NpuobpeTeHue unu
nonbITka NpuobpeTeHus nuLom nboro Tosapa
MOAYMHSETCA NpaBuram, KoTopble Bl
3kcrnopTupoBaHbl 13 CLUA:

D. Obtain from a Denied Person in the United States any
item subject to the Regulations with knowledge or reason
to know that the item will be, or is intended to be,
exported from the United States; or

D. Tonyuuts ot a1ux nuy B CLUA ntoboit Toap cornacHo
npasuram, Co 3HaH1eM O TOM, 4TO ToBap ByaeT, U
JOIMKeH BblITb, aKCMOPTUPYEMBIX 13 CoeaNHEHHBIX
LLTaToB; Unu

E. Engage in any transaction to service any item subject to
the Regulations that has been or will be exported from the
United States and which is owned, possessed or
controlled by a Denied Person, or service any item, of
whatever origin, that is owned, possessed or controlled
by a Denied Person if such service involves the use ofany
item subject to the Regulations that has been or will be
exported from the United States. For purposes of this
paragraph, servicing means installation, maintenance,
repair, modification or testing.

E. Cosepuatb ntobble caenku Ha 06cnyxuBaHme noboi
00beKT B NonoxeHue, kotopoe bbino unm bynet
akcnopTuposatbest M3 CLUA u koTopas HaxoguTes B
cOBCTBEHHOCTH, BMIAZEHUN UM KOHTPONMPYETCS NULIOM
unm obcnyxmBaHue nioboro anemeHTa, HE3aBUCHMO OT
€ro MPOUCXOKAEHMS, KOTOPbIA HAXOAUTCS B
COBCTBEHHOCTH, BNAAEHUM UM KOHTPONUPYIOTCS TULIOM,
€CNK 3Ta ycryra npegnonaraeT UCMoMnb3oBaHe Niobbix
TOBapa ¢ y4eTOM Nnpasun, KoTopble bbinn unn ByaoyT
akcnopTupoBaHbl 13 CLUA. [Ins uenen HacTosLLero
nyHKTa 0BCryX1BaHWe 03HAYaeT YCTAHOBKY,
obcnyxuBaHne, PEMOHT, MOAMMUKALIMIO UMW UCTIbITAHME.

THIRD, after notice and opportunity for comment as provided in
Section 766.23 ofthe Regulations, any person, firm, corporation, or
business organization related to a Denied Person by affiliation,
ownership, control, or position ofresponsibility in the conduct of
trade or related services may also be made subject to the
provisions ofthis Order.

B-TpeTbux, nocne yBeOMNEHUS 1 BO3MOXHOCTM Ans
KOMMEHTUPOBAHMS, Kak 3TO NPeayCMOTPEHO B pasgene 766.23 u3
npasun nboe nuuo, dhrpma, KopropaLys UM opraHn3aums
BusHeca, CBA3aHHbIE C 3TUM NULIOM Ha MPUHALTEXHOCTb, NMPABOo
COBCTBEHHOCTY, KOHTPONS UMK YCTAHOBKU Thl B BEEHWUM TOPrOBIN
UNW NpeaoCTaBneHune YCnyr MOXeT Takke NPOoU3BOAUTLCS C
cobntoieHneM NONOXEHUA AaHHOO NopsaKa.

FOURTH, that this Order shall be served on ZTE, and shall be
published in the Federal Register.

B-uetBepTbIX, 310 PelueHune gomkHo ObiTb nepegaHo ZTE u
onybnukoeaHo B ®efepanbHOM peecTpe.

This Order is effective immediately.

Pewenve BCTynaeT B CUNYy HEMENEHHO.

Richard R. Majauskas
Acting Assistant Secretary
of Commerce for Export Enforcement

Puyapg Magxayckac
McnonHatowwmin 06s3aHHOCTY MOMOLLHIKA
MWHUCTPa TOProBIM MO 3KCMOPTY

Issued 15 of April 2018

MpunsaTo 15 anpens 2018 roga
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